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Office of the Inspector General
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Septelnbe‘r 27,1999

The Honorable Anthony A. Wllhams .
Mayor of the District of Columbxa
One Judiciary Square - ’
441 4th Street, N.W., Suite 1100

- Washington, D.C. 2000.1 S

_ Dear Mayor lehams ,

. The purpose of this Management Imphcatlon Report (MIR-99-A-OO4) is to adv1se yow
of internal control weaknesses over the use and accountability of cellular telephones
- Findings identified in recent reviews provide reasons to believe that these internal
'control weaknesses may be’ systemlc to Dlstnct agenc1es and departments

{)ur review disclosed that there were 1nsufﬁc1ent and inadequate pohcles and
procedures governing the use of, and accountability for, cellular telephones.

“ Additionally, we determined that inventories were not maintained or kept up to -
date. Further, telephone usage appeared excessive or for personal use, and
telephone bills were not reviewed prior to payment. Details follow:

¢ An agency hist identified 19 cellular telephones assigned to an agency. -
‘However, an actual inventory taken at the agency identified only 7 of the 19
telephones to be actually on hand: Additionally, the inventory identified two
telephones not included on the aforementioned list. It was later determmed
that these two telephones were assigned to other agenc:es

Financial Controls Werg Dettaem‘

e Areview of the bills for the 9 telephones 1dent1ﬁed in the physical mventory showed

~ what appeared to be excessive telephone calls. For example, one telephone incurred
usage and airtime charges of approximately $1,300 per month. The total charges for ’
the 9 telephones for a one-year penod exceeded $40,500. '
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e Oneofthe 19 telephones was reported stclen However, we determined that the o
agency continued to pay usage and airtime. tmailmg $332.56 for this telephone after it ', -
was reported stolen. Additionally, another ceﬂular telephone, which was™
unaccounted for, was apparently being used i in conjunction with a private business.
Telephone charges patd by the agency for thxs telephone exceeded $3,000.

o During interviews with agency officials we were informed that there were
insufficient policies and procedures regarding the accountability and use of -
cellular telephones and there was no systcm in. place to monitor or- approve
cellular telephone usage. :

o. On September 23,1999, the Office of the Chief Technology Ofﬁee 1ssued npdated
guidance on “Telecommunication Policy and Standards for Acquisition and -
Management” “This guidance sets forth employee and management respons:b:lmes
and requires each agency Director to scrutinize and manage the use of wireless x|
communications by individuals within their agency. Additionally, it requires agency ..
Directors to maintain an up-to-date inventory of wireless equipment. We have
mcluded this policy as Enclosure Ato thrs report

When notified of the control weaknesses we observed the agency began 1mplement1ng o

positive action to correct and preelude the recurrence of, the condmons we observed

- This Management Imphcatxon Report prov1des Agency Heads with mformatxon about
conditions that may exist at their agencies. It is my hope that agency heads will now
have the information necessary to detect and correct similar conditions.should such

- conditions exist in their own agencies.. If you have any questions about this Management

~ Implication Report, please call me at (202) 727-2540 or call John N. Balakos, A551stant

' Inspector General for Audlts at (202) 727-8279.

Inspector General |

—~

Enclosure ' ’ o

cc: District of Columbia Financial Responsibility
and Management Assistance Authority ’
District of Columbia Councilmembers
Agency Heads -
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District of Columbia Government
Telecommunications Standards and Management Policy

Telecommunication Polidy and Standards for A\cquisition,

and Management
| Updated 1999 September 23 )

The Office of the Chief Technology Officer (OCTO) is charged with
technology oversight responsibility for the District of Columbia government.
These responsibilities include developing and enforcing policies and standards
regarding the acquisition and effective use of teleccommunication technology
by agencies, and representatives of the District of Columbia government.

Telecommunication Standards

Universal Telecommunication Wiring Standard

1.

As pan of an effort to modemize the District of Columbia Government’s physical infrastrucwre for
voice and data relecommunications, the Office of the Chief Technology Officer (OCTQ) has

determined the minimum requirements for horizontal cabling used by all Dismici Government

agencies. The OCTO acts as an agent for various Disirict agencies in securing s compliant high-
performance voice and data network structured cabling system. The OCTO works with individual.
agencies to determine their requirements, prepare an agency specific Statement of Work, inspect the -

"work of various contractors and recommend acceptance or rejection of the installation. As the

authorizing agent, OCTO is not responsible for any changes to the initial scope of the task or project
once a contractor quotation has been accepted. The OCTO shall not be held responsible for any
acnvity increasing the scope of effort unless specifically requested in writing from the OCTO.

Understanding of the Technical Requirements

a) The Chief Technology Officer (CTQ) desires to maximize the utilization of any existing cabling
system which is compliant with current ANSUEIA/TIA specifications and recommendations.
The Contractor shall dedicate the time and resources necessary to develop a thorough
understanding of the technical requirements for a request and the business goals of the CTO.'
The Contractor shall meet or exceed those requirements, as specified.  The Contractor must
understand that a standardized intelligent diswibution netwark allowing efficient and effective
ceatralized management must be in place as the foundation for DC government’s strategic plan.
The technical designs and cable components used in owr communications infrastructure are
straightforward in design. The infrastructure is based on proven state-of-the-art industry-
standard techniques and rechnologies. ‘ x

b) The Contractor shall perform a physical site survey for each site and provide the CTO and
requesting agency with a detailed infrastructure design and installarion plan that maximizes the
use of any existing compliant cabling. The plan shall indicate the number and type of cables,

Y ahana o, Y, Al i I A o Jrepvappy PN e P e el
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* District of Columbia Governmem -
Telecommunications Standards and Management Policy

recommended outlet locations and a project Ganm chart with milestones showing completion
| ¢) The Contractor shall provide an industry-standard, compliant high-performance smuctured
R cabling system thar meets or exceeds all current industry and EIA/TIA standards and - shall
accommodate multi-media applications. The plan shall utilize any existing compliant legacy
cabling systems whenever possible. The Contractor shall install, test and certify the structured

cabling infrastructure 1o support CTO requirements on a firm fixed-price (FFP) basis.

d) Al cabling systems shall be installed in accordance with National and District codes and in strict
compliance with ANSIVEIA/TIA, NEC, CTO, and BICS] specifications and methods. All cable
runs shall follow normal building hallways and be installed cither parallel 1o or orthogonal from
building exterior walls. The Contractor shall use certified installers and provide the CTO with a
manufacturer’s warranted cabling system. ' '

¢) The Contractor shall only use installers that have completed a minimum of 16 hours of Categary
and fiber optic cable installation taining. The Dismrict recognizes only courses qualifying for
\ continuing education credit or credit toward the renewal of a BICSI Registered Communications
Distribution Designer designation. The Contractor shall provide copies of certificates of waining

on all personnel used on Diswrict projects upon request by the District. )

f) All Contractor personnel shall be readily identifiable through either uniform dress or
identification badges. Identifyiag dress or identification badges shall be plaimly visible art all
times while on Government sites. S

8) Thbe wiring standard for all remodeling, build-outs and new construction of government
owned or leased space w0 support telecommunications shall consist of the following:

1. Provide two Category 5 (Enhanced) cables, oae for data and one for voice needs 1o the user
locations specified. . _ ' S

2. The Contractor shall provide plenum rated Category S (Enhanced) high performance cabling
exceeding ANSUEIA/TIA - S68A requirements. The data cable shall have a gray Jacket.
The primary voice (ISDN) cable shall bave a blue jacket. ‘

3. All cables shall be terminated on Category 5 (Enhanced) jacks ar the Work Area Outler

. (WAQ). ’ ‘ ' S ,
- 4. The daa cable shall werminate on a Category 5 (Enhanced) Jack that is orange in coloror
idemtified with an orange icon/bezel. \ !

5. The voice cable shall terminate on a Category 5 (Enhanced) jack that is office white in color

. or identified with a white icon/bezel. \

6. WAO jacks shall utilize printed circuit board (PCB) technology. The contacts shall be of a
hairpin design with a minimum of 50 (fifty) micro-inches of gold plating over a beryllium
copper base. y o

7. Data cables shall be werminated on Category 5 (Enhanced) patch panels at the
telecommunicaions closet. The juck contacts in the patch panel shall be of a hairpin design
with 2 minimum of 50 (fifty) micro-inches of gold plating over a beryllium copper base.
The circuit board on the rear of the parch panel shall be protected from damage with a
Permanent, factory installed clear plastic guard. The patch panels may be wall or rack-
mount as required. -

8. Cable pathways shall be parallel 1o or arthogonal from the building exterior walls and shall
follow main interior building hallways.

P, . P Sl PO Py Py
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10.

11

12

13.

The Contractor shall provide both vertical and horizantal cable management for all rack
mounted installations. The District requires a minimum of one horizontal cable management
panel for both station and patch cords for each 48 ports of installed paich panel.

The Conmractor shall provide horizontal cable management for all wall mount installations.
The District requires a minimum of one horizontal cable management panel for patch cords
for each 48 ports of installed parch panel. S

Vaoice cables shall be werminated on Category 5 110-style blocks ar the telecommunications

closet. ,
The Contractor shall support the cables in the ceiling using approved devices. Approved
devices include cable tray, ladder rack and/or “J"-shaped hooks with rolled sdges. A single
2” “JF’-Hook cable support shall support 4 maximum of forty (40) cables. For cable not
wstalled using cable tray or ladder rack, the nominal distance between cable supports is five
(5) feet. Caregory 5 cables shall be separated from florescent lighting, clectrical power

_conduits and cables by a minimum of 12”. '

The minimum bend radius for single four-pair UTP cables is 1”. The minimum bend radius

- for cable bundles is 10 times the bundle diameter. The minimum bend radius for 25-pair or

14.

16.

17.
18.

19.
20.
21.
22
23.
25.
26.

27.

larger cables is 10 times the cable diameter. : ,
The Contractor shall separate Category S cables a minimum of 5°-0” from all‘'motors and

. Telecommunications cables that cross over elei:tn'cal cables, conduits and video cables will

do so at 90° angles only. ‘ .
The Contracior shall untwist no more than % of each cable pair in terminating a Category $
cable. ‘ . ‘

The Contractor shall remove no more than 1™ of cable Jjacket for termination. ,
All cables shall be labeled and idenrified with permanent machine generated labels. The
labels used for UTP and fiber optics shall be a clear Mylar® over-wrap type of label. The
type shall be a minimum of 10 point. Each cable shall have a label amtached within 6” of the
cable rermination. Riser and backbone cables shall be identified with clear Mylar® over-
wrap labels as they pass through each telephone closet (TC).

Cable labels shall be unique and identify the cable and the cable type.

Cable labels will identify the originating space and the destination.

Each occupied position on 110 blocks is designated showing the Work Area Outler (WAQ).
Each occupied port on a patch panel identifies the served WAO.

Each jack has the same designation s the originating 110 black or paich panel port. The
minimum type size is 10 point.

N

. Each WAO plate is identified on the face with a machine generated label idenrifying the

serving TC. Each plate is identified on the reverse side with the same information
handwrinten in permanent marker. ‘ ' .

All cable shall be tested and centified as exceeding the TIA TSB-67 “TRANSMISSION
PERFORMANCE SPECIFICATIONS FOR FIELD TESTING OF UNSHIEL DED
TWISTED-PAJR CABLING SYSTEMS” Level Il requirements for basic link,

The Conrractor shall ground telecommunications equipment in accordance with :
ANSVEIA/TIA - 607 “Commercial Building Grounding and Bonding Requirements for
Yelecommupications™ =
The Conrractor shall provide rwo (2) bound copies of all cable cerification reports and an

clectronic copy in Micrasoft Word rich text format to the Office of the Chief Technology
Officer. ‘ '

Pags 4 0of 19



-Sep-24-88 04:08pm  From~OCTO Telecom Branch ) 2027275660 ‘ 7-283 P.07/21 F-597

District of Columbia Governmear
Telecommunications Standards and Management Policy

28. The Contractor shall provide two (2) sets of “as-built” drawings to the Office of the Chief
-technology Officer. The drawings shall plainly show the major cable path(s) used and
identify each WAO. - o : \

‘Telephone Systems y

N

' 2. The telephone systems platform is a-“Local Exchange Carrier Cenmral Office Switched Centrex”
offering switched Analog and ISDN service. The preferred offering is ISDN for all new workstation
acquisitions. Current systems upgrades and/or addirional equipment shall have the capability to
evolve from “analog™ voice 10 “digital” voice systems. The digital telephone systems standard is
required to bring voice, data, and video 1o the desktop. :

The installation of Centrex service in the DC government provides our employees with a network-

- based, feature-rich communications platform thay allows the governmem to inregrate voice, dara,
imaging, and video needs, without concern about issues like system obsolescence, growing
administrative burdeus, or environmental issues. As needs in the government grow or change,
Centrex keeps the government in control with powerful deskiop management wols.

Centrex is the DC government’s piece of the Bell Atlantic netwark, as a resulr, the government will
continually benefiy from upgrades, new fearures, and breakthrough innovations in the funwe. To
manage the Centrex system the government has available powerful, deskiop tools that assist in
responding more rapidly to our employee telecommunications needs. These tools include -
View@once, Station Message Detail, Recarding (SMDR) and MacstarSM that lets us manage many
of our agency requests in a more responsive manner. Centrex provides “at no additional cost™ a wide

 variety of valuable system features that can be of benefit to our employees (See nexz page). As aresulr

- of choasing Centrex as our telecommunications solution all switching and network equipment are
based in the Bell Atlantic Central Office. The Centrex solurion lowered the DC govemments Startup -
costs and Centrex provides a way 10 cut other angoing communications costs. Over time the DC
government will save month after month as Centrex lowers “hidden” communications costs for things
like floor space rental, urilities, human resources, costly upgrades and insurance that are embedded in
PBX systems. ' ‘

Special Note: When ordeﬁn_g a telephone line for use with 3 modem connected to a
personal computer (PC), you CANNOT have that PC connected 1o the LAN/WAN
within ;he DC government. This is prohibited due to network security requirements.

\
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At no additional coest includes

The DC government Centrex Feature Mamx ‘ »
Fearure / Rate Element - Centrex: * 1SD

Ana]og Caller m ) ' ' 200

ARS X

Add — On — Consuliation Hold Incoming Only X

Automatic Callback Calling | | N/A

Call Appearances — Multiple
Call Forward — Busy Line
Call Forward — Don’t Answer
Call Forward ~ Variable
Call Forwarding - Incoming Only
Call Forwarding Busy Line — Incoming Only
Call Forwarding Don’t Answer - Inco;mng Only
Call Hold
Call Pickup : ’ : T
Call Transfer /
Call Transfer — Incoming
Call Waiting
Call Waiting ~ Incoming Only
Call Waiting — Originaxing
Cancel Call Waiting
Consulration Hold
Dial Call Waiting
Directea Call Pickup.
" Distinctive Ring Tone - Ongma:mg
Distinctive Ring Tone — Temunaxmg : '
DN Privacy ‘
Elecmronic Ley Fearures ( See Anachment) ' - N/A
FTS 2001 Access ’ v
Local Access
" MACSTAR .
Six — Way Conference
Speed Calling — 1 & 2 Dignt
Speed Calling - Customer Changeable '
Three - Way Conference
Touch—-Tone
Trunk Answer Any Station ~
Uniform Call Diswribution : D
Message Units ‘
+ Source of Bell Atlantic Cenmrex Feature listing is the existing ICB contact with the DC government
e*Source of ISDN Centex Feature listing is the existing BA wiff filed with Washington, DC PSC customers.

wws The BellAtlanuclmemeofSlS 50 includes an ayeragoe rate of $2.00 per line instead of individual message
units to provide free calling within the DC government’s telephonc system.

PPy A -, - o Py oy
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The DC government ISDN Telephone Set features i /

1. Call Forwarding Variable Fearure buton [ 9.  Mute key
2. Call Pickup 10. Per Call Block number
3. Call Transfer key 11. Redial key
4. Caller [D ’ 12. Ringer Cut-off buron
S. Drop key - 13. Speaker key
6. Group Infercom burton .| 14. Speed Dial ‘
7. Hold key ‘ 15. Three-way Call (Conference key)
8. Manual Exclusion button - 16. Volume key

- Local Exchange Carrier Network Management

3. Local Exchange Carrier Network Management for Voice Lines and Switching Systems is encouraged.

+ In-house agency staff management of telecommunication switches, concentrators, and routers
equipment is discouraged as we work toward “re-engineering” the government. In-house management
has proven too expensive and prohibitive to keep pace with emerging technological advancements in
the telecommunication industry. Budget and technical constraints have, in the past, kept the Dismricr
govemment ten 1o twenty years behind the technological curve, which has hampered employee
productivity and the delivery of citizen services. For these reasons, the District government is
adopting the following Standards for Voice and Data Telecommunication Systems:

~ The Voice Communications Standard

4) The current Voice Communications Standard is “Local Exchange Carrier Cenwal Office
Switched Cenwex™ offering both Analog and Integrated Services Digital Network (ISDN).
¢ This Standard allows the government w evolve gradually to the digital platform with limited
additional expense for switching equipment by ecliminating customer premise equipment
(KSU, PBX, etc.), eliminatiog the requirement for in-house staff management, and very
minimal requirement for floar space allocations. This Standard offers the government the
transparent appearance of having the entire government on a single telephone swiich, which -
promotes uniform dialing with last five digits, voice mail, and total technological funcrions
for all agencies regardless of the size of their staff or budger. This Standard eliminates the
high cost of maintenance, allows for casy upgrades and eliminates message unit charges
which currently cost .08 cent per call. See Centrex feature mawrix above.

Advanced Telecommunication ‘Teélx‘nology

4. Advanced Telecommunicarion Technology for voice communications lines including land line and
wireless service provides for the integration of computer and telephony applications that are designed-
to respond to the increasing service demand from the constituents of the DC government. The use of
Advanced Telecommunicarion Technology provides efficient and cost effective vehicles through
which the DC government employees can provide quality service to constimenrs and fulfill the needs
of the public. Computer Telephony Integration (CT1) is a technology that controls and/or coordinates
business processes and related applications through the exchanges of commands and messages
berween computers and telephone systems. CTI technology facilitatc; the funcrional integration of

Technology - inclilding welephony netwoﬂi capabilities, voice and data switéhing, Business
software applications, computer databases, voice processing systems and other information
media, plus '

-, St S ol b
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" People - including (fall Center Agents, Customer Service chresehmives, Help Desk Personnél,
/ and Professional Knowledge Workers , ‘

- Call Center Standard B, | ,

a) The Call Center Standard requires that all call censer operations meet a minimum required
~ standard in servicing the DC government constituents. They include:
~ _1. Customized grecting capability for each telephone number :
2. Measure total number of calls and type of calls (e.g. Total number of incoming calls, calls
not answered, answered calls, erc) _ .
3. Suppon multiple languages for screening and routing calls 1o appropriate agent :
4. lateractive Voice Response (TVR) allows callers to contact a company and obtain access
- toselect informarion without the aid of a company employee v
S. Call Processing capability: A Voice Response Unit or Enhanced Call Processing (VRU or
ECP) feature provides a caller the ability to make choices which will properly route the
call for expedien: handling based on the choices made. ; _ B
6. Allow the customer 1o one key escape to a human operator :
7. Collect 10digit telephone number and/or address and send to data base systems
8. Options for single key exits :
9. Perform skilled based routing capabilities in Automatic Call Distributor (ACD)
10. ldentify skilled agent groups . -
11. Manage queue and produce performance
- 12. Queuing capabiliy
13. Special message by quene .
\ * Suarstical information for telephone number queue
Average wait time :
Customer drop rate
Number of calls that hit the queue
Access statistics :
14. Exit queue arrange for a call back if customer requests a specific time to call back
15. Allow customer to leave a voice message and have it related back to stored number
16. CTI fearures including date routing and screen pop of selected data and script
17. System and agent remote and at position real time monitoring
18. Measure and generate reports '
¢ Standard :
e Ad-hoc
19. Outbound call management features '
20. Collect and store contact history, create follow up and monitor commitments made
21. Provide agent with select information at any point in a customer transaction
22. Copy information from a screen using point and click

Telecommunication Management Policy

Employee Responsibility o \

1. Each employee is responsible for using govemment telecommunicarion technology correcily to
complete work related tasks which serve constituents of the District of Columbia or aid in conducting
business with others on behalf of the DC government. Any employee action, which resualts in abuse

[y o Ty sy
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- or misuse of telecommunication services or inappmpriéte use of telecommunication services,
will result in disciplinary action up 10 and including dismissal.

Management Responsibility o C

2. The Telecommunication Technology aréa of management responsibility is the DC_government’s
informarion infrastructure, This is defined as ALL DC government information ransmission media
(twisted pairs cabling, coaxial cabling, fiber optic, and wireless). This includes, but is not limited 1o:

" *  the Building telephone win’ng referred 10 in the industry as Horizontal Communications Cabling,

* cabling links beginning at the RMS wall plaw in the work space and/or data center and ;
terminating at, and including, the voice and data paich panels, o o

b

* Wireless Communications for cellular, pagers, and radio, including the emérging wireless
computing “packet data” technologies. - : ' \

VOICE COMMUNICATIONS Each Agency shall provide their final voice communicarions
requirements fo the OCTQO Telecommunication Division. OCTO will facilitate and assist the
agency 1o acquire the proper system to meet the mission critical requirements, based on the
~ agency’s needs in relation to the best benefit for the government. : OCTO is responsible for
providing oversight of agency telecommunications solurions. o

Agency Telecommunication Coordinator - Agency Director

3. Euch Agency Director shall designate at least one responsible member of their staff as the Agency
Telecommunication Coordinator (ATC), for voice communications o serve as the agency’s liaison 10
OCTO, Telecommunicarion Division for voice communicarions requirements. For larger agencies, -
the Agency Director may select additional ATC’s with direct responsibility for specific organizational
units (Commissions, Adminisurations, Bureaus, Divisions, etc.) who will report 1o a designared
Agency Telecommunication Coordinator. For the smaller agencies, A single individual may serve

. both responsibilities (voice and data). Tt is imperative thar the Agency Direcror ensures thar the
designated Agency Telecommunication Coordinators have the highest level of support, autharity,
expertise, and allocared rime 10 properly carry out these important functions.

In addition to the liaison role, the ATC are be respansible for reviewing the monthly landline, and
wireless billing including long distance charges for accuracy. The ATC will review billing reports
with emphasis on eliminaring unneeded telephone lines, removing excessive features and identifying
service misuse or abuse. Findings should include: docymentation of findings, cause, and corrective
action taken. A copy of the documentation should be forwarded monthly 1o the OCTO. All repons
should be mainuined for a minimum of 24 months and available when requested by the OCTO. '

Last, the ATC will play an integral role in the updating of directory listings of agency workgroups
and their associated tglephone numbers. This .update will ke place ar least two times yearly
(minimum). These listings and their associated telephone numbers will be published in appropriate

directories containing DC government contact information. The directories include:

oy - pr—y s -l St ol o
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Bell Atlantic Blue Pages / R H. Donnelley "The One Book”

Agency At A Glance f Imernal Telephone Directory
The Pocket Guide © Executive Guide
The Hispanic Directory \

Telecommunication Restrictions

4. District government’s telecommunication systems use shall be restricied 10 governmem official
business. This applies to:

o Local and long distance Service
Accepting collect calls / ' , _
Note: Employees are only authorized 1o accept local or long distance “COLLECT™ calls .
when local agency wrinten policy gives permission to do so. Each agency must provide a
copy of their policy 10 OCTO who will maintain a copy of these policies and request an -
annual update from each agency department director. , '
¢ Inwanet and Internet ‘ ,
s E-mail
¢ Voice messaging service
¢  Cellular and paging service , :
- Use of government long distance service for personal calls is smrictly prohibited.
Use of the 1010 (ten-ten) dialing prefix for making calls is swictly prohibited.
Calls 10 time, weather, 900 or 976 are prohibited (See Employee Responsibility page 8).

Each Agency Director has the suthority 10 grant exemprions to the use of government
lecommunications systems however such exemptions must be documented and made available 1o
OCTO upon request'. : :

The Agency Director is responsible for ensuring employee compliance with this policy. In the future
OCTO will make available, via the WEB, manthly statistical reports Yo the agency on usage and cost.
In addidon the OCTQ will randomly. conduct agency audits on landline and wireless services
ensuring agency compliance with standards and management policy with emphasis on eliminating
unneeded telephone lines, removing excessive features and identifying service misuse or abuse. Audit
findings will be submitted monthly o the OCTO and to the Agency Department Director(s) involved.
Each agency is accountable for taking corrective action and identifying additional processes 1o
eliminate future occurrences. ) , :

Requests for Telephone Service

5. A Request for Telephone Service (RTS order form) with artached written justification for all
Telecommunication acquisitions shall be subminted by the respective Agency Coordinator to the
OCTO, Telecommunication Division, Suite 960N, 44! 4® Smeet, NW for approval and execurion.
Each request must have proper approval signatures affixed. )

/

! The agency policy au collect calls must be provided 1 OCTO upon implementarion and updated annually.
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Proper approval requires the Agency Director or their designated representative and the Budger Chief

1o sign the RTS form. Each Agency Director must pravide OCTO an updated list of designated

-~ representatives by the first business day of October cach year. In addirion, each Agency Director is

responsible for notifying the OCTO in writing of the removal of any designated represenuatives who
no longer has the authority 1o approve RTS forms. Selected service requests will also require a lener,
on agency leucrhead, in addition to the RTS form, with required approval signatures. The lemer
should be atached to the RTS form. This will be necessary for the following services:

* [Intemational calling card
» Long distance calling card , .
¢ Wireless Services other than DC government authorized Vendors

-OCTO is automating the Request for Telephone Service process for submission via the DC

government Inranet. The justification shall explain the objective, systems requirements, and benefits
of the acquisition. Upon receipt and approval, the requests will be processed to the District .
government designated carriers and/or service providers for appropriate action. Failure 10 comply
Wwith this pracedure will be deemed a violadon of the Policy. As such, the Request for Telephone.
Service will not be approved by OCTO, and therefore renumed to the Agency Telephone Coordinator
with the reason for the return in writing.

Interageacy Tel.ecommunication Systen; (WITS)

6.

-The Federal Washington Inter/Agency Telecommunication System (WITS) Comc;, which the

Diswict government is & participant, is the primary acquisition methodology for_telecommunication
equipment, cabling, support services, and maintenance, where applicable, unless a waiver is obtained
via justification submitted to the OCTO, Telecommunication Division. ,

Federal GSA FTS 2001

7.

The Federal GSA FTS2001 Long Distance Contract is the service methodology for District
government long distance communications and support services. All employees whose position

“ Tequires the use of long distance services can obain them through the use of the Request for

Telephone Service (RTS) form. See item § above | ’

Negotiate Federal Contracts - Secondary Methodology for

Telecommunication Products and Services
8.

/ v

Negotiated Federal Contracts for Telecommunication Products and Services shall be the secondary
methodology for District government telecommunication relawed acquisitions. A waiver to use
another acquisition vehicle may be granted 1o an agency on a case-by-case basis upon approval of
writien justification submited to the OCTO, Telecommunication Division.

Pagers and Hand Held Wireless Telephones

9.

The authority 1o acquire pagers and wireless teiephones (mobile installed and portable) shall be
restricted to Agency Directors, or their designates. Pagers and Cellular Telephones ‘are normally
provided to employees’ having responsibilities thay routinely require mobility away from their
designated workstations. These are n y individuals who must be accessible at all times during
their tour of duty hours, and/or they need 10 make government business related cails from locations
where telephone service availability or safety issues are of concern,

PPy B Aot SO el pr PPN
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Retrieving office voice mail messages through the use of wireless communications is strictly
prohibited. It is recommended that users of wireless communications have the voice mail service
=~ establish and utilize the pager notification feature to autematically natify you of urgent calls.

Mobile Installed Wireless Telephones

10. For mobile installed cellular telephones, the request shall also include the make, model, year, and
~ license number of the vehicle in which the elephone is 1o be installed. Mobile telephones shall be
installed only in vehicles thar are the official’s principle mode of District government business related -

travel. .

s

Agéncy Director Management of Wireless

11. Each Agency Director shall scrutinize and manage the use of multiple wireless communications
devices (pagers, portable and mobile cellular welephones) by individual employees. Additionally, the
Agency Director or ATC is to maintain an up-to-date and accurare, but séparate inventary of Wireless |
and Pager equipment, which lists the make and model of the equipment; the assigned staff and/or
vehicle date the unit was assigned or installed: and date the unir was rerumed; de-installed, or taken:
out of use. This inventory must be made available 10 OCTO, Telecommunication Division
immediately upon request. The official shall ensure that government telecommunication property is
returned o inventory upon a user’s departure from the agency or the government. All thefis of such
property shall be immediately reported to the Memropolitan Police Telecommunication Division.

Private Telephone Line Restrictions o -
12. Private telephone lines shall be reswicted 1o government officials who are managers and the namrq‘-ot

their responsibilities demand direct accessibility at all tmes. The privae lines shall be privae

“Centrex” lines and future use of the “1MB” private line is prohibited excepr in unique circumstances
based on justification by the Agency and approval by the OCTO. :

Public Pay Telephones

13. Public Pay Telephones shall be installed on District of Columbia public space and in Dismicr
government buildings and facilities (owned and leased by approved public pay telephone provider(s).
Approval for ALL public pay telephone installations on or in government space shall be executed by
OCTO, Telecommunication Division ONLY. Providers must be registered with the D.C. Public
Service Commission. OCTO, Telecommunication Division will facilitate the installations with the
provider and the responsible units in the D.C. Deparmment of Public Works (permits, etc.). OCTO,
Telecommunication Division shall exercise their contracting options 1o acquire services and shall
negotiate the best commission terms available for the government. Commission revenue Checks shall
be made payable w the D.C. Treasurer and mailed 1o OCTO, Telecommunication Division per
designated time intervals for deposit. _ ' o

4

Advanced Telecommunicition Technology

14. Advanced Telecommunication Technologies are encouraged for implementation in the District
govemnment w enhance business operations, staff productivity, and/or delivery of services 10 our
citizens. Each Agency Director shall maintain control of and manage the use of such new products
-and services to ensure the security and protection of the government” valuable information resources.

S . Y
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Approval and Online Connections

a) Approval: The Agency Director shall submit in writing to the Directar of OCTO a request
1o introduce new telecommunication echnology 1o the agency’s operations. The request.
must explain the rechnology, the purpose for use, responsible parties, systems impacted, and:
information systems security methods. OCTO Telecommunication Division will conduct an

. impact assessment 1o facilitate approval or 10 recommend prerequisites for approval.

b) Oun-line Conrections: The Agency Director shall submit in writing to the Director of OCTO 1 ;
‘a request to link the agency 1o on-line services and 1o the informarion superhighway, the

Internet. ALL linkages must be via “stand-alone PC.” No LAN Connections are allowed
due w the cument lack of cemified “firewalls” 1w protect govemment systems and.

information. As the “firewall” products are enhanced and systems security capability’ gains

universal certificarion, the Dxrecmr of OCTO will approve LAN connecrivity on a use-by-
casc basis.

Call Center Quality Assurance.

Our customers’ image of the DC government is shaped by the quality of service we give and the

~ ‘messages We convey with each contact. Amorig these messages is the live greeting or recorded

announcement on Call Center telephone lines. Organizations which manage customer contacts are
accountable for implementing quality assurance programs to ensure that calls to their numbers are

o romdtorepmseutmvs,om-ofhoursrecordmgs,orquauerecordxngsasappromandthatall‘, =
' recordings are of the highest quality. ‘
a) Gludehna For Use In Determining Customer Satisfa:uol -

Research has shown that call centers, whxch pravide the bwt levels of customer service (best.
in class), achleve higher levels of customer sarisfaction because of five primary fam:s

Responswcness of Represemame
Authority of Representative
Timeliness of Response

Clarity of Response

Helpfulness of Response

" °b) Guidelines For Use of Telephone Numbers In Advertising

The adventising objectives, awareness, education or call 1o action will determine the
appropriateness of including a telephone number (local or 800) for customer response.

~ Listed below are the different categories of advertising and the guidelines for the use of 800
- ambsers for inbound response:

AP o o B . o, Py S,
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OB wiexample ~ GUIDELINES
| To solicit feedback = - Always use telephone number, regardless "
‘ ' of media. ‘
To generate a call 1o action (B usiness or_ Always use a telephone number
Res;denual constituent) regardless of media.
To create public awareness Do not include a telephone number unless
(Agency Program) you want to encourage people o call for
more information.
To provide information :  Dounotinclude a telephone number unless
(City Objectives) a respanse is requested. '
To stimulate usage Do nat include a telephone number.
(DC iovment Website) _ ‘ , .
~

. Addirionally, the necessity of including specific hours of live operation at the response center
when a telephone number is used is dependent upon the followmg facrars:

‘Management of the response centers requires the aluhty o adjust the hours of operation
based on fluctuating response levels. To specify the hours would limit this flexibility.

In addition, calls for several agencies are creating a variety of calls each with their own
hours of operation are handled ar the same center. To pubhsh this difference could be
confusing 1o customers.

Therefore, the puhlishing of speciﬁc hours of live operarion should be decided“on a case-by-
case basis. For example, direct mail can easily accommodate hours of live operations
without adding 1o customer confusion. Television, on the other hand, does not permit the

- inclusion of derailed informarion and would not show hours of live operation. Some print
ads, like direct mail, may allow for more derailed information, whereas radio has the same
luumuons as does televmon

¢) G\udelines For Automatlc Answering

Objective \ '

By virtue of the very nawre and purpose ‘of government, it is critical to have excellent
- commuaications. We must always strive to provide excellent communications regardless of

.the media by which we communicate. When a constituent seeks assistance from their city or

a visitor attempts 1o reach out to us, we should to be prepared to handle their request with

the highest qualuy service possxble, including those contacts “handled” by recordings.

The DC govemmeut seeks to project a posmve image in all communications with irs’
customers. To be effective, we must ar least meet our customers’ expeciations for good
service. That includes the manner in which we answer our telephones. =

e S, P gy Lol o O IR S
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d)

* These gmdzlmes are dcs:gned % ensure: thax outgoing messages dehvered on automatic
answering devices (including but not limited 10 answering machines and vaice messaging
servu:es) reflect the tone of voice, and a manner consistent with the Mayor s Vnsmn and
commitment 10 customer service for the citizens of Washington DC. -

When - o
Any telephone number that is pl’OVlded 1o our cusmmers or vcndnrs mcludmg 800 numbers

_ and non-800 numbers, should have an out-of-hours message for coverage when the phones

are not staffed. Other official numbers, which are not generally distributed to customers but
used by employces. are included under these guidelines if automated answering is provided.

When an option is given.to reach a live person on voice mail sysiems, care should be taken SN
o ensure coverage is provided during normal business hours and an gppmpumei

announcement (see below) provided outside of narmal business hours.

Whar
Ara minimum. the message should have the following clemems:

o Thank the caller for calling The DC government.

e Explain that their call is important to The DC government.

e Provide normal hours of business including days and hours of Opermou. Remember 10
change messages during holiday periods. .

o If appropriate, ask for their name and number for callhacks dunng normal busmess hours’f
or ask for a convenient timeframe w call them back if out-of-hours callbacks can be
accommodated. The message should be specific enough to ask for a call back number
where they could be reached, e.g., office rather than home (Callbacks shouldbcmade by
the close of business the next business day.)

~e If it is not possible to request callback mfommxon, the caller shonld be pohwly asked o

-

call back during business bours. -
* Again, thank the callerforcallmg'l‘he DC government..

Any additional mt'o:manon can be provxded as long as it is not conﬁxsmg and in good lnst;

- How -

Systems or devices used foi outgoing messages should be of a sufficient qualxiy tha: will
project the desired image the DC government is stnvmg 0 ac!uevc If your equipment is not

 reliable, repair or replace it immediately.

Monitor out-of-hours messages regularly 1o ensure they are operating within expectanms If
a failure occurs, fix it immediately. Ensure thar messages are kept current.

Who ‘
Personnel should make recordings with clear, distinctive voices and with smiles while they
record. Smiles do come through and enhance the image we project.

Gudelum For Muugmg The Vaoice Response Unit (VRU)

The Voice Response Unit (VRU) can be an effective method for ass;snng the customer in.
reaching the right place for assistance. Managing the way this vehicle is used is critical
when provxdmg high qualxty customer service. No VRU menu should ever exceed ﬁve (5)

ST - S, Bint ot
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Compater Telehhony lntegration

Ievels three (3) to four (4) levels ha: proven to be the most effective and uumnuzcs
- customer confusion and irritation. Selections at each level should be keep ar a mmunum Fa
‘usually no more than five (5) choices, six (§) max. Design your menu around the way your
customer searches for assistance and siay away from organization temmology which may
aaot be know by most callers.

‘Your VRU should be monitored on a regular basis for quality of voice recording and
content. Keep a record of your experience and make carrecnons when defects in the content
or quality of the teeordmg are observed. ’

“»

_ ), Voice Messaging Service

At i ; —n et s o

This is service that provides the end user with the capability 1o provide callers w1th help and
assistance 1o meet their need. It acts as an informational tool to guide callers in what 1o do if

* you are not available. The voice mail system has the ability 1o both give and take messages

for the end user. Voice Messaglng is provided as 2 means of improving the end user’s
productivity in aiding District constituents. Voice Messaging is not 1o be used for pmonal
purposes or messages.

Each voice mailbox requires a pass code to access mail messages and features. Pass code
management is the responsibility of each agency. A fee, currently $25, is charged to reser
pass codes when an employee forgets, misplaces or looses their pass code. Agencies who
would like suggestions on pass code management can consult with the OCTO team.

To effemvely use the fearures and maingain the DC governments standard of care for its’ R
constituents some basic elements should be followed.

1. Greenng Conrent
Your voice mail greeting should be update DAILY and welcou:e the caller to your
department or organization by fcmng them know whom they have reached. Provide the
caller brief instructions and encourage a detail message regarding the call so thar when
you return the call you will be prepared to provide assistance. Let the caller know you
are willing 1o help and advise of a time frame within which you will return the call. -

Thank you for calling the Department of Housing. Today is Monday and you have
reached the desk of Susan Smart. I'm not available ar this time 10 take yowr call
. however, if you leave your name, a number where you can be reached und a detailed
message, I will revurn your call by clase of business tomorvow.
(WHERE ARRANGEMENTS HAVE BEEN MADE THE CALLER MAY BE ADVISED
THAT IF THEY NEED IMMEDIATE ASSISTANCE THEY CAN PRESS ZERO (0)
AFTER LEAVING A MESSAGE AND THEIR CALL WILL BE FORWARDED TO
SOMEONE WHO CAN GIVE ADDITIONAL ASSISTANCE. )

2. Extended Absence Greeting’
As an employee of the government we each are comminted 10 serve the citizens of
_ WashmgtonDC Apmoftlmtsenwekeepsmecustamermformedand we do that
through managing expectations. If you are away from your office for two (2) days or
more you should utilize the extended absence greeting. Your greeting should:
¢ advise the caller thar you will be away from your office (give period of time)
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b)

D, DV BN

tell;hc\calletwhattodo in case of urgency

let caller know when you wiil be able to pick up messages

advise caller of your ability to rerurn cals during your absence and,
-always assure the caller of you desire 10 assist them.

3. Updating Your Greeting
Greetings thar are time sensitive should be updated mmedxately

4. Mail Box Management
Voice maﬂboxes should be checked wice daily ar a minimum.

5. Message Nouﬁutmn ,
Telepbones sets have two features that provide the user wnh message notificarion.
“Stutter” dial tone (fmm the Cenwex) when you pick up the telephone alerts the user that
there are messages waiting. In addition, most new sets being placed into service have &'
visual message indicator. The visual message feature should always remain in the on
position. It provides a visual lighting on the telephone sct whenever a- caller leaves a
message in your mailbox.

6. Broadcast Messaging

Bell Atlantic Opn-Mml allows users to establish distribution hsrs of varying sizes. Users
-are allowed to send voice mail messages to more than voice mail users. The sender can
request notification of messages that are delivered and played by the recipient. This

N

fearure provides the government the ability to communicate a single message t© an emtire

body, an agency, deparument or other cluster arrangements simultancously providing the
same message 1o all at the same time. Anemmplexathe use by the Office of the Chief
Technology Officer who sends a single meeting notification message to all sixry-seven
(67) Telecom Coordinators with a confirmarion of receipt. This feature has a wide variety
of uses which can entail norifying employees of critical dates, organizational changes,
training tips or dates, sharing employee scheduls with other team members just to name
a fcw \

E-mail . \
Bell Atlantic provides the)‘digiral high-speed bacfbonc for the DCG Memopolitan Area

Network. The Switched Multi-megabit Network establishes seamless dara access, allowing

agencies to accomplish any-to-anywhere connectivity. The network provides the user access
to the DC government Intraner, E-mail, and [nremet services.

Video Conference Capabiﬁties g
The ISDN platform provides the DC government with Multi-media/Video conferencing.
This technology allows government leaders 1o contact key personnel quickly and efficiently.

Video conferencing can also provide for distance lcammg apphcauons with neighboring
colleges and universities.

;
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